DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS
WASHINGTON, DC 20350-2000

5510
Ser NOSN2/4Us92357
B Dot 04

From: Chief of Naval Operaticns (NO9SNZ)

Subhj: SECURITY CLASSIFICATICON MARKING INSTRUCTIONS

Ref: (a) DoD 5200.1-R, Information Security Program of Jan 97

(b) SECNAVINST 5510.36, Department of the Navy
Information Security Program Regulation of 17 Mar 5%

{c) SECHNAVINST 5510.34, Manual for the Disclosure of
Department of the Navy Military Information to
Foreign Governments and International Organizations
COf 4 Nov 93

Encl: (L] UsSD(I) memo of 27 Sep 04

1. Enclesure (1) is a directive-type memorandum issued Lo provide
interim guidance on marking changes prescribed by reference (a). It
iz forwarded for immediate use within the Department of the Navy.

This guidance will be incorporated in the next reviaion of reference
{b) .

2. The "Rel to" markings described in encleosure (1) were previously
approved only as intelligence control markings. Their use is being
expanded to apply to all classified military information deemed
releasable by an approved foreign disclosure authority in accordance
with reference (c).

3. The marking "Not releasable to Foreign Nationals" and its
abbreviated version "NOFORN" remain control markings that may only be
used for marking intelligence information.

4. Addressees are requested to disseminate to subordinate activities.
5. The CNO (N0O9NZ) point of contact is Neala K. Enfinger, Head,

Information Security Policy Division, at (202) 433-8842, DSN 2B8-8842,
or by email at nenfingegncis.navy.mil.
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UNDER SECRETARY OF DEFENSE

5000 DEFENSE PENTAGON
WASHINGTOMN, DC 20301-5000

SEP 27 2004

MEMORANDUM FOR SECRETARIES OF THE MILITARY
DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT
OF DEFENSE
DIRECTOR, OPERATIONAL TEST AND
EVALUATION
INSPECTOR GENERAL OF THE DEPARTMENT
OF DEFENSE
ASSISTANTS TO THE SECRETARY OF
DEFENSE
DIRECTOR, ADMINISTRATION AND
MANAGEMENT
DIRECTOR, PROGRAM ANALYSIS AND
EVALUATION
DIRECTOR, NET ASSESSMENT
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Security Classification Marking Instructions

This directive-type memorandum provides interim guidance on
changes to DoD Regulation 5200.1, “Information Security Program,” dated
January 1997, Sharing information at all levels of classification and control
1s more important now than ever. In support of homeland security and
coalition warfare we have an increased need to share data with our foreign
partners. Our ability to share in a timely manner will determine our ability
to leverage our unmatched capabilities. In order to accommodate new and
rapidly changing demands to share information and to handle it in a secure
electronic environment, information that has been determined releasable
through established foreign disclosure procedures Lo foreign nationals,
international organizations or multinational forces shall be marked
“Releasable to USA with the applicable country trigraph, international
organizations or multinational forces tetragraph™. This will enable
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electronic identification and isolation of the data. The “REL TO” control
marking was previously only for use on intelligence information, but is now
authorized for use on all classified defense information. The marking “Not
Releasable to Foreign Nationals” (NOFORN) is still only authorized for use
on intelligence that requires originator approval before being disclosed. The
use of NOFORN is governed by Director of Central Intelligence Directive
6/7, “Intelligence Disclosure Policy” and is used to identify intelligence
which an originator has determined falls under the criteria of DCID 6/7,
Attachment B, paragraph C, “Intelligence Which May Not Be Disclosed or
Released.”

U.S. classified information is a national asset to be conserved and
protected and will be shared in a manner consistent with the need to protect
it and ensure the success of the organization’s mission. The challenge is to
realize the benefits of sharing information while managing the risk.

The attached guidance is effective immediately. Please ensure widest
dissemination. DoD 5200.1-R will be updated within 180 days to reflect
these changes.

gl <.

Stephen A. Cambone

Attachment
As stated
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Security Classification Marking Instructions

. The "REL TO" identifies classified information that an originator has

predetermined to be releasable or has been released, through
established foreign disclosure procedures and channels, to the foreign
country(ies)/international organizations indicated.

. Further foreign dissemination of the material (in any form) is

authorized only after obtaining permission from the originator.

. “REL TO" cannot be used with NOFORN on page markings. When a

document contains both NOFORN and REL TO portions, NOFORN
takes precedence for the markings at the top and bottom of the page.

The full marking “REL TO USA//applicable country trigraph(s),
international organization or coalition force tetragraph” shall be used
after the classification and will appear at the top and bottom of the
front cover, if there is one, the title page, if there is one, the first page
and the outside of the back cover, if there 1s one. “REL TO" must
include country code “USA” as the first country code listed. After the
USA, country trigraphic codes shall be listed in alphabetical order
followed by international organization/coalition tetragraphic codes
listed in alphabetical order.

. Country codes shall be separated by a comma and a space with the

last country code separated by a space, a lower case "and"” and a
space,

EXAMPLE: TOP SECRET//REL TO USA, EGY and ISR.

Portion marking: Countries do not need to be listed unless they are
different from the countries listed in the "REL TO™ at the top and
bottom of the page. Text which is releasable to all the countries listed
at the top and bottom of the page shall be portion marked “REL.”

EXAMPLE: (TS//REL)



7. [If the information is releasable to countries that are different than
those listed in the overall “REL TO" marking, the portion marking has
the same format, but with the specific countries/organizations listed
alphabetically.

Example: The overall document marking 1s “SECRET//REL TO USA, NZL
and NATO"” however,

however, the portion marking may be: (S//REL TO USA, AUS, NZL and
NATO) to indicate that the information contained within this portion is also
releasable to Australia.

8. The marking “Not Releasable to Foreign Nationals,” abbreviated
“NOFORN," is an authorized control marking for intelligence in
accordance with Director of Central Intelligence Directive (DCID)
6/6, “Security Controls on the Dissemination of Intelligence
Information.™

9. Countries represented with the ISO 3166 trigraphic codes can be
obtained from the world wide web at fip.ripe.net/iso3166-
countrycodes. International organizatons and coalition tetragraphs are
attached.
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COUNTRY CODE TRIGRAPHS

(ISO 3166)
(Last change: 23 July 2003)
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AHTARCT IR . v s win n bwn om wbwmm e ATA
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CRNADR - 0 a5 b s n 5o o b e A S, CAN
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CHAD G v v sy vees i mis s s b s e e TCD0
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CHELISTMAS ISLANHD. i eveavinnsvnns CXa
COCOS (REELING) TSLANDS. .. ....... CCR
COLOMBIA. . e i s e el COL
CERMRRCRS & ocoa o i it a i L, CoM
CORGE v x v 2a s swssaiessntrsscosssssan C0GE
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R AT s Ay o e e o 8 [ coD
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CEOATIA REPUBLIC OF.......00vewae HRY
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DM R . e v v r s e s rn i e aaas DHE
B e L S i e S e g ey ST DJI
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0% s R Rl R e A e e e EGY
EL SALVADOR. . ... L R SLV
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BRI TRER e ww i v e w6 e s i BRI
ERTEMLA G o s s e s st E&ST
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s e e e e R A o b L FJI
A i o s e e e g T FIn
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FRENCH GUIANRR . i s i arse s o e GUF
FRENCH POLYNESIA. . crevonrorsosons PYF
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GABON . & 0 v s v nns s m s aa s o omsss o mrenas GAR
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,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, HMD
HOLY 3EE (VATICAN CITY STATE)....VAT
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KEORER, DEMOCRATIC PEOPLE'S REPUBLIC

B o e PRE
KOREA, REPUBLIC OF. .. o cccaunenna KOR
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Lo B e R KEE
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EARINT PIERRE AND MIQUELON........ SEM
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TATIKISTAN . ¢ ey v ee v nnwrmns o il
TANZANIA, UNITED REPUBLIC OF. ....TEA
THATLAND . v v vvenvnesncnn e THA
TIMOR=LESTE . « v i vesvsssn PR e TLS
4 R TGO
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International Organization
And
Coalition Tetragraphs

NATO (North Atlantic Treaty Organization)
AOSC (Athens Olympics Security Coalition)
BWCS (Biological Weapons Convention States)
CNFC (Combined Naval Forces Central Command)
CPMT (Civilian Protection Monitoring Team for Sudan)
CWCS (Chemical Weapons Convention States)
ECTF (European Counter-Terrorism Forces)
GCTF (Global Counter-Terrorism Forces)
GMIF (Global Maritime Interception Forces)
ISAF (International Security Assistance Forces for Afghanistan)
KFOR (Stabilization Forces in Kosovo)
MCFI (Multinational Coalition Forces - Iraq)
MIFH (Multinational Interim Force Haiti)
MPFL (Multinational Peacekeeping Forces — Liberia)
OSAG (Olympic Security Advisory Group)

SFOR (Stabilization Forces in Bosnia)
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